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Although covered by a multitude of federal and state regu-
latory agencies, most health care providers do not typically
consider themselves regulated by the Federal Trade Com-
mission (FTC). However, the FTC has recently inter-
preted its “Red Flag Rules,” which require the implemen-
tation of a program to detect and mitigate the effects of
identity theft, as applying to the health care sector. Medi-
cal identity theft can occur when someone uses another
person’s name and sometimes other parts of their identity,
such as insurance information or Social Security Number,
without knowledge or consent, to obtain medical services
or goods.

Accordingly, health care providers must implement an
Identity Theft Protection Program, as required in the FTC
Red Flag Rules, prior to May 1, 2009, or risk hefty FTC
fines and potential private lawsuits should their patients
become victims of identity theft.

What health care providers are covered?

While primarily aimed at financial institutions, the FTC
Red Flag Rules also apply to any “creditor” that maintains
any “covered accounts.” The FTC has now confirmed that
any health care provider (whether for-profit or non-profit)
that defers payment for goods or services, such as billing in
arrears for medical treatment, is now subject to its Red
Flag Rules. Because vast differences among payors and
reimbursement plans cause a patient’s liability to be un-
known at the time of the medical service, most health care
providers — including hospitals, physicians, ambulatory
surgery centers and others — will be deemed “creditors”

subject to the FTC Red Flag Rules as a result of the
current health care insurance and payment systems.

A “covered account” is 1) an account primarily for per-
sonal, family or household purposes that involves or is
designed to permit multiple payments or transactions; or
2) any other account for which there is a reasonably fore-
seeable risk to customers from identity theft.

’ What constitutes a Red Flag?

The following are examples of red flags that

might arise in a health care context:
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A complaint or question from a patient based
on the patient’s receipt of: a bill for another indi-
vidual; a bill for a product or service that the pa-
tient denies receiving; a bill from a health care
provider that the patient never patronized; a no-
tice of insurance benefits for health services
never received.

Records showing medical treatment that is in-
consistent with the physical examination or a
medical history as reported by the patient.

A dispute of a bill by a patient who claims to be
the victim of any type of identity theft.

A patient who has an insurance number but
never produces an insurance card of other physi-
cal documentation of insurance.

A patient who produces an insurance card but
fails to produce valid photo identification.

(Continued on page 8)
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What do FTC Red Flag Rules require?

Prior to May 1, 2009, covered health care provid-

ers must develop an Identity Theft Protection Pro-

gram (the Program) that is approved by the provider’s gov-

erning body and implemented, and must train all appro-

priate staff on the Program. The FTC Red Flag Rules pro-

vide considerable flexibility, allowing entities to establish

programs that are appropriate given their size and com-
plexity and the nature and scope of their activities.

The Program must include policies and procedures that:

Identify relevant patterns, practices and specific forms of
activities that are Red Flags signaling possible identity
theft and incorporate them into the Program;

Detect those Red Flags;

Respond to detected Red Flags in order to prevent and
mitigate identity theft; and

Update the Program to reflect changes in risks from
identity theft.

It should not be overly burdensome for providers who are
subject to the FTC Red Flag Rules to develop appropriate
policies and procedures, particularly in view of the flexible
approach taken by the rules. Because there is some natural
overlap between the FTC Red Flag Rules and the Health
Insurance Portability and Accountability Act (HIPAA),
health care providers should immediately confer with their
health care counsel to assess the potential areas of their
medical practice that may be susceptible to identity theft,
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and to discuss ways

specifically revise their

HIPAA Compliance Plan to include the FTC Red Flag

Rules.
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